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Document properties
Authority
Chief Information Officer

Sponsor

Chief Information Officer
Responsible Officer
Data Protection Officer

Version history

This is version 1 of this policy.
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1 Introduction

Appropriate handling of personal data breaches is one element of ensuring adequate
security of personal data.

Training and support regarding the appropriate handling of personal data is provided to all
employees.

This document explains what a personal data breach is, and describes the actions to be
taken when a breach is discovered.

2 Executive summary and key points

2.1 Legislative background
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4 Personal data breaches

A breach of security which leads to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data is a personal data breach. It makes
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It is the responsibility of the DPO, or the Cyber and Information Security Manager (CISM),
where the breach has occurred as a result of a cybersecurity incident.

5.3 Individuals

If a breach is likely to result in a high risk to the rights and freedoms of individuals, then
those affected by the breach must be informed.

When informing individuals of a breach, we need to provide:
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An enforcement notice sets out the legislative framework, the background of the case, the
steps which must be
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Any individual who considers his/her rights have been infringed by a controller can seek a
judicial remedy against that controller. Individuals can also sue a controller (or data
processor) for compensation for damages caused by a data breach.

8 Avoiding a data breach

8.1 Training
Every employee needs to be trained in data protection and information security. There is an

online module for each of these, which should be completed every year for refresher
training. These are available on the
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https://intra.brunel.ac.uk/s/StaffDev/Modules/Modules.aspx
https://intra.brunel.ac.uk/s/cc/security/Pages/default.aspx
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0 Take an extra 10 seconds to check every field on the email form before
sending it
A clear desk policy can help avoid inadvertent data breaches
Check the retention schedules — avoid retaining personal data longer than necessary

Manual personal data should be kept in a locked location (file cabinet, cupboard or
desk) when not in use.

9 References

Data Protection policies and procedures:
https://www.brunel.ac.uk/about/administration/information-access/data-protection

Information and Cyber Security:
https://intra.brunel.ac.uk/s/cc/security/Pages/default.aspx#

Information Commissioner’s Office: https://ico.org.uk

ICO guidance on Personal data breaches: https://ico.org.uk/for-organisations/quide-to-
data-protection/guide-to-the-general-data-protection-regulation-gdpr/personal-data-
breaches/

University Retention and Disposal Schedules:
https://intra.brunel.ac.uk/s/GILO/records/Pages/Retention-Schedules.aspx

Data Protection Act 2018: http://www.legislation.gov.uk/ukpga/2018/12/contents

General Data Protection Regulation: http://eur-
lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
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